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Course type Required

Level 15t Cycle

Year / Semester 2nd

Teacher’s name

Marketing Faculty

ECTS

Laboratories /

week NA

6 Lectures / week | 1 (2.5 hrs)

Course purpose and
objectives

The main objectives of the course are to:
e Introduce Website Development Process principles.

e Provide an understanding of Domain Hosting and CMS Selection
concepts.

e Demonstrate the theoretical framework on how to apply processes and
patterns to design effective customer-cantered websites.

e Provide a comprehensive understanding and hands on experience on
how to build customer-centric websites using WordPress, Elementor
and Themes.

e Introduce WooCommerce and Payment gateways concepts.
e Demonstrate the key theoretical Usability Testing concepts.
e Provide an understanding of Goggle Analytics.

e Explore and examine SEO-Search Engine Optimization.

e Provide an understanding on how to protect a website from hackers and
spammer

Learning outcomes

After completion of the course students are expected to be able to:
1. Demonstrate an understanding of Website Development Process
principles.

2. Demonstrate efficiency in obtaining Web hosting and discovering the
need for and feasibility of implementing a CMS purchase.




. Apply the acquired theoretical knowledge, to design, develop,

implement and launch a customer-centered website.

. Demonstrate in-dept knowledge and understanding of the customer-

centered websites design principles using WordPress, Elementor and
Themes.

. Apply WooCommerce and Payment gateways concepts.
. Recognize and diagnose website Usability problems.

. Use Google Analytics for tracking and analyzing website traffic, user

behavior, and other valuable insights to inform decision-making.

. Apply best SEO plugins to rank better on Google.

. Demonstrate in-depth knowledge and understanding of how to protect

their websites using the best plugins for WordPress Security.

Prerequisites

MIS-155 Required | X

Course content

Introduction to Website Development Process
e Approaching Web Development

e Understanding the Business Process

e From Vision to Strategy

e Web Site Requirements

Domain, Hosting and CMS Selection

e Overview of Major CMS options (WordPress, Joomla, Drupal,
etc.)

e Strengths and Weakness of each CMS

e CMS selection and installation

e Definition and purpose of domains

e Basics of Web Hosting: Role and types of web hosting (shared,
VPS, dedicated)

e Obtaining domains and web hosting

Design Principles for Building Business Web Applications
e Foundations of Business Websites
e Patterns for Creating Winning Customer-centric Websites.




V.

VI.

VII.

VIIL.

WordPress, Elementor, Themes

e Why WordPress

e The WordPress Admin Dashboard

e WordPress settings

e Pages and posts (Content Editing with WordPress and
Elementor)

e (Categories and tags

e Plugins

e Themes and Elementor

e Menus

Provide an understanding on WooCommerce and Payment

gateways

e Transforming WordPress into an e-Commerce solution
(WooCommerce)

e Payment Gateways (Stripes, Paypal, etc)

Principles of Usability and Heuristic Evaluation
e Usability Testing
e Heuristic Evaluation Checklist

Introduction to Google Analytics
e The Google Analytics Interface
e Basic Report

e The Google Analytics Interface

Search Engine Optimization
e Understanding Search Engine Marketing
e Essential Search Engine Optimization
e Advanced SEO Techniques
e Tracking Search Performance
e WordPress SEO
e Google Analytics
o Introduction to google analytics for tracking and analyzing
web traffic
o How google analytics can be used on decision-making




IX. Website Security
e WordPress Security Concerns

O O O 0O 0O 0O O O O

Outdated Software
Weak Passwords
Plugin Vulnerabilities
Brute Force Attacks
File Inclusion Exploits
Spam and Malware
Phishing
Data Leaks
DDoS Attacks

Teaching
methodology

Laboratorial work, Faculty Lectures and Guest-Lectures, Seminars, Directed
and Background Reading Case-studies, Student-led Presentations.

Bibliography

Required Textbooks / Reading:

Visual Step-by-Step
Guide to Mastering
WordPress

(Webmaster Series)

Title Author(s) Publisher Year ISBN
WordPress for Andy Independently | 2023 | 13:979-

. ) - 8373759250
Beginners 2023: A Williams

Recommended Textbooks / Reading:

Web Sources:

What is User Generated Content: Complete Guide to UGC & why you need it
https://www.tintup.com/blog/user-generated-content-definition/

WordPress Security Checklist (2024): How to Keep Your Website Safe

WordPress Security Checklist (2024): How to Keep Your Website Safe (nitropack.io)

Google Analytics for Beginners
https://analytics.google.com/analytics/academy/course/6




Assessment

Weekly Class Assignments. Class Participation/Attendance, Final Project,
Final Exam.

Language

English




