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Course Syllabus

Course Code Course Title ECTS Credits
COMP-230 Cybersecurity Governance 6

Prerequisites Department Semester

Sophomore Standing Computer Science Spring

Type of Course Field Language of Instruction
Elective Computer Science English

Level of Course Lecturer(s) Year of Study

1t Cycle Prof. loanna Dionysiou 2nd

Mode of Delivery Work Placement Corequisites
Face-to-face N/A None

Course Objectives:

The main objectives of the course are to:
eunderstand the foundational principles and structure of cybersecurity governance.
e analyze the relationship between governance, risk management, and compliance (GRC).
e evaluate cybersecurity governance frameworks (e.g., NIST CSF, COBIT, ISO/IEC 27001).

eunderstand and apply data privacy and protection laws, especially GDPR and related
frameworks.

e identify organizational roles and responsibilities for cybersecurity and data privacy.

edesign and implement effective cybersecurity policies, procedures, and governance
structures.

e measure and improve cybersecurity governance through KPIs and maturity models

Learning Outcomes:

After completion of the course students are expected to be able to:

define cybersecurity governance and articulate its strategic importance

design and implement cybersecurity governance documentation

analyze and apply the principles and legal obligations of GDPR

compare and contrast GDPR with related data protection regulations

conduct a cybersecurity risk assessment within a governance framework

apply cybersecurity governance frameworks to real-world organizational contexts
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7. evaluate the maturity and effectiveness of cybersecurity governance programs
8. develop a comprehensive cybersecurity governance and compliance plan

Course Content:

SN

Introduction to Cybersecurity Governance
a. Overview of governance principles, strategic alignment, and its role in cybersecurity
management
2. Roles, Responsibilities, and Organizational Structures
a. Governance roles including board oversight, CISO, DPO, and security committees

3. Security Policies, Standards, and Procedures
a. Policy frameworks, development lifecycle, enforcement mechanisms, and policy
governance
4. Cybersecurity Governance Frameworks

a. NIST CSF, ISO/IEC 27001, COBIT 2019, and CIS Controls
b. Adoption and implementation
5. Cyber Risk Management and Decision-Making
a. Risk assessment methodologies
b. Threat modeling
c. Risk tolerance
d. Mitigation strategies
Legal and Regulatory Foundations of Cybersecurity
a. Overview of global regulations: GDPR, HIPAA, SOX, FISMA, PCI-DSS, and
emerging legislation.
7. Data Protection Frameworks
a. GDPR: Principles, Roles, and Compliance Requirements: Lawfulness of
processing, data subject rights, breach notification, DPO duties, and accountability.
b. Comparison of GDPR with CCPA, HIPAA, ISO/IEC 27701, PIPEDA, and Privacy
by Design
8. Compliance, Monitoring, and Auditing
a. Compliance lifecycle, audit practices, control testing, regulatory reporting, and
remediation.
Measuring and Improving Governance Maturity
a. KPIs and KRIs
b. COBIT maturity levels
c. Performance reviews
10. Case Studies
a. Analysis of major governance incidents (e.g., Equifax, SolarWinds)
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Learning Activities and Teaching Methods:

Lecture, case-based activities, group class activities.
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Assessment Methods:

Final Exam, Midterm Exam, Assignments, Semester Project.

Required Textbooks / Readings:

Title Author(s) Publisher Year | ISBN
Information security Krag Brotby Wiley 2024 | 9781118482414
governance: A
practical development
and implementation
approach (2nd ed.)
Recommended Textbooks / Readings:
Title Author(s) Publisher Year | ISBN
Managing information | Alberts Christopher and| Addison-Wesley | 2002 | 9780321118868
security risks: The Dorofee Audrey Professional
OCTAVE approach
The EU General Data | Voigt Paul and von dem| Springer-Cham | 2024 | 9783031623271
Protection Regulation | Bussche Axel
(GDPR): A practical
guide (2nd ed.)
Security Risk Wheeler Evan Syngress 2014 | 9780128006941

Management: Building
an Information
Security Risk
Management Program
from the Ground

Up (2nd ed.)
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